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SECTION A (COMPULSORY SECTION-40 MARKS) 
EACH  QUESTION   CARRIES  1 MARK 

1. A customer’s mobile money account is emptied after sharing a one-time PIN with a fraudster. Which control would best prevent such fraud?
A) Customer education B) Increasing withdrawal limits C) Using simple passwords D) Frequent SIM swaps
2. The most effective technical control against SIM-swap fraud is:
A) MFA for agent transactions B) Manual verification C) SMS alerts only D) Disable mobile apps
3. Fraudulent reversal of mobile money transactions mainly threatens:
A) Integrity B) Availability C) Confidentiality D) Authenticity
4. A mobile money agent uses unsecured Wi-Fi. The greatest risk is:
A) Data interception B) Slow speed C) Server overheating D) Power loss
5. A Telecom should monitor unusual transaction patterns using:
A) Real-time fraud analytics B) Weekly reconciliation C) Regular password changes D) Offline databases
6. The best mitigation for agent collusion is:
A) Role segregation + audit trails B) Closing rural outlets C) Daily password resets D) Paper receipts
7. Bank of Uganda mandates that financial institutions implement:
A) AML/KYC controls B) Cloud-only systems C) Unlimited transactions D) Physical verification always
8. Offline processing queues during outages improve:
A) Availability B) Confidentiality C) Encryption D) Licensing compliance
9. The most appropriate control for secure communication between apps & servers is:
A) SSL/TLS encryption B) SMS authentication C) Local caching D) Disable logs
10. A risk transfer mechanism is:
A) Cyber insurance B) Antivirus C) Rebooting servers D) Policies only
11. In the Smart Traffic e-Fines system, which control ensures authenticity of tickets?
A) Digital signatures B) Paper receipts C) Manual stamping D) CCTV only
12. Altering red-light camera footage compromises:
A) Integrity B) Availability C) Confidentiality D) Authorization
13. A good disaster recovery plan should prioritise:
A) Offsite replication + tested backups B) More cameras C) More officers D) Higher fines
14. Which law protects traffic camera data?
A) Data Protection & Privacy Act 2019 B) Penal Code C) Public Finance Act D) PPDA Act
15. Most likely cyber risk in a connected traffic system:
A) DoS attacks B) Ticket printing delays C) Offline storage errors D) Road congestion
16. To prevent insider manipulation of traffic records, implement:
A) RBAC + audit logs B) Parking CCTV C) Firewalls only D) External Wi-Fi
17. Data integrity verification for traffic images is achieved using:
A) Cryptographic hashing B) Timestamps C) Renaming files D) Password expiry
18. Linking NIRA to KCCA’s system primarily aims to:
A) Verify driver identity B) Share congestion data C) Increase car imports D) Monitor fuel stations
19. During nationwide outages, uptime is ensured by:
A) Redundant links + caching B) Shutting servers C) Manual backups D) Rebooting routers
20. An officer selling number-plate data violates:
A) Data Protection & Privacy Act 2019 B) Public Finance Act C) Road Safety Act D) URA Act
21. UDLS uses biometrics primarily to ensure:
A) Authenticity B) Redundancy C) Larger databases D) Cooling efficiency
22. Data shared from URA to UDLS without encryption risks:
A) Interception B) Latency C) Duplicate IDs D) Slow printing
23. Fake permits produced from stolen NIRA data show failure in:
A) Access governance B) Server uptime C) Firewalls only D) Disk space
24. Trust between UDLS and NIRA databases is best ensured by:
A) API gateway + tokens B) Manual verification C) Printed reports D) Email attachments
25. Biometric integrity in e-permits is guaranteed by:
A) Digital signatures + hashing B) Password policy C) Local backup D) Reboots
26. The root CA validating e-passports and permits is located in:
A) US Visa CA B) Uganda Police C) URA D) NIRA
27. Key advantage of digital signatures in e-permits:
A) Authenticity + non-repudiation B) Lower storage C) Faster networks D) Easier printing
28. Preventing officers from printing illegal duplicate permits requires:
A) Segregation of duties + audit trails B) Antivirus C) Staff rotation D) Fire extinguishers
29. A generator failure at UDLS affects:
A) Availability B) Integrity C) Confidentiality D) Non-repudiation
30. Encrypting e-permit data in transit ensures:
A) Confidentiality B) Redundancy C) Replication D) Faster processing
(High-priority items as required)
31. ATM card cloning is an example of:
A) Identity theft B) Backup failure C) Network congestion D) Patching
32. Preventing ATM skimming requires:
A) Chip cards + anti-skimming sensors B) ATM cleaning C) Long queues D) Higher limits
33. Visa Certificate Authority ensures:
A) Transaction authenticity & integrity B) Receipt printing C) FX conversion D) Software updates
34. Best way to detect insider collusion in ATM systems:
A) Automated monitoring + reconciliation B) Weekly PIN changes C) CCTV only D) Switching ATM vendors
35. Biggest risk of outsourcing ATM maintenance is:
A) Loss of data confidentiality B) Lower hardware quality C) Slow UI D) Short queues
36. UICT contributes to Digital Transformation through:
A) Skilling, innovation & research B) Tax collection C) Road works D) Elections
37. A resilient national payment system requires:
A) Backup, redundancy & DRP B) Manual records C) Cash-only D) Shutdowns
38. In ICT strategy, risk appetite means:
A) Risk tolerance B) Interest in tech C) Staff morale D) Budget size
39. Ethical hacking helps by:
A) Finding vulnerabilities B) Spying C) Deleting logs D) Avoiding audits
40. UICT’s competitive advantage is:
A) Specialized ICT skilling + middle-cadre training B) Selling software C) Hardware importation D) Outsourcing hubs



















SECTION  B: 
i) ATTEMPT  ONLY  THREE  (03)  QUESTIONS  
ii) EACH  QUESTION  CARRIES   ONLY  20  MARKS

QUESTION ONE  
In May 2025, the Kampala Smart Camera e-Fines System suffered a cyberattack. Traffic violation records were deleted, and the online payment portal became inaccessible. Investigations revealed weak authentication, insider negligence, and poor disaster recovery measures.
(i) Critically analyze five key failures in cybersecurity and governance that enabled this incident. 									(5 marks)
(ii) Discuss how poor authentication, weak access control, and insider negligence specifically contributed to data deletion and system downtime.  	(5 marks)
(iii) Propose a Cyber Resilience and Incident Recovery Plan for KCCA, focusing on:
a) Preventive controls
b) Incident detection 							(5 marks)
(iv)  Outline the containment, recovery, and post-incident review steps KCCA must implement to prevent recurrence.                                                              (5 marks)

QUESTION TWO 
A series of fraudulent withdrawals occurred at midnight from mobile money agents in rural Uganda. Forensic review shows that insiders at the telecom company shared privileged credentials with external fraudsters. The company now faces reputational damage and refund liabilities.
(i) Examine five internal control weaknesses that enabled insider–outsider collusion.  
(5 marks)
(ii)   Analyze how weak access governance, poor credential hygiene, and lack of audit trails contributed to the success of the fraud. 				(5 marks)
(iii)   Design a Fraud Risk Management Framework incorporating:
a) Technical controls 
b) Procedural controls 							(5 marks)
(iv)  Recommend human-centric and organizational controls (training, ethics, whistleblowing, accountability) to reduce insider fraud risk.             (5 marks)

[bookmark: _Hlk214353494]QUESTION THREE
The Uganda Drivers Licensing System (UDLS) integrates with NIRA to verify citizen identity for digital permits. Recently, attackers exploited the API and altered permit validity dates. Some fake permits were printed before detection.
(i) Identify and explain five cybersecurity risks that arise from insecure API integration between UDLS and NIRA. 		 		(5 marks)
(ii) Assess how inadequate authentication, weak encryption, and poor API monitoring enabled the attackers to manipulate permit records. 	 	(5 marks)
(iii)  Propose a Secure Data Exchange Framework for inter-agency systems, addressing:
a) Confidentiality
b) Integrity
c) Authentication 						(5 marks)
(iv)  Develop an API Governance Framework that covers:
a) Access management
b) Logging & audit
c) Token-based authentication
d) Version control and lifecycle management 			(5 marks)



QUESTION FOUR 
A commercial bank’s ATM network goes offline for 12 hours after a ransomware infection spreads from a compromised third-party software update. Customers lose trust, and the regulator demands a detailed recovery report.
(i) Evaluate five key lessons from this incident relating to risk assessment, vendor-management failures, and gaps in disaster-recovery readiness.   	 (5 marks)
(ii) Examine how the bank’s weaknesses in patch management, network segmentation, and backup strategy contributed to prolonged downtime.  (5 marks)

(iii)  Design a Business Continuity Strategy focusing on:
a) System redundancy
b) Critical service prioritization (e.g., ATM, core banking) 	(5 marks)
(iv)  Develop a Cyber Incident Response Plan covering containment, eradication, secure restoration, communication with customers/regulators, and long-term recovery. 									(5 marks)

QUESTION FIVE 
Uganda’s Digital Identity Integration Project seeks to link NIRA, URA, NSSF, and health-sector systems. However, inconsistent data formats, API vulnerabilities, and privacy concerns threaten progress.
a) Analyze five critical governance and interoperability challenges facing the national identity integration effort. 					(5 marks)
b)   Explain how poor API security, inconsistent data standards, and unclear data-sharing agreements increase national-level cyber and privacy risks. 	(5 marks)
c) Propose a National Digital Identity Interoperability Strategy, including standardization, trust frameworks, and secure cross-agency data exchange mechanisms.   								 (5 marks)
d)  Recommend measures to balance data protection, cybersecurity, and citizen trust, focusing on transparency, consent management, auditability, and regulatory compliance.     								 (5 marks)


QUESTION SIX 
A national mobile money operator is upgrading its platform to improve the security of customer transactions, agent withdrawals, merchant payments, and system-to-system integrations. The upgraded system uses classic cryptography, AES, RSA, hybrid encryption, PKI certificates, and digital signatures. Customers use basic phones, USSD, smartphone apps, ATMs, and POS terminals, and the operator must ensure secure communication across all devices.
(i) Using the scenario above, explain the following security requirements and give one mobile-money-based example for each:
(a) Confidentiality 						(1.25 marks)
(b) Integrity 							(1.25 marks)
(c) Authentication						           ( 1.25 marks)
(d) non-repudiation 						(1.25 marks )			
(ii) Some older POS terminals in remote areas still scramble short messages using classic ciphers before synchronizing with the central server.
(a) Distinguish between:
  (i) a substitution cipher 					       (1 mark)
  (ii) a transposition cipher  				      (1 mark)
(b) Encrypt the message “CASH” using a Caesar cipher with a shift of +5, showing your working and giving the final ciphertext . 	    (3 marks)

(iii) With reference to the upgraded system’s use of modern cryptography:
a) Explain why AES is preferred for encrypting large volumes of mobile money transaction data . 	 							(3 marks)
b)   State one advantage of using RSA in the mobile money environment`	(  1 mark)
c) State one limitation of using RSA in the mobile money environment	 (1 mark)
(iv)  Describe how the upgraded mobile money system applies modern security mechanisms by addressing the following:

a) The role of the AES session key in securing the mobile app session 	(1 mark)
b)  How PKI digital certificates authenticate merchant payment terminals and prevent malicious or fake devices 						(2 marks)
c)   Two key security properties provided by digital signatures and why it is important for high-value mobile money transactions   	 		(2 marks)



QUESTION SEVEN 
A commercial bank is upgrading security for its ATM network, mobile banking, online banking, and interbank transfers. The new design uses classic cryptography, AES (symmetric encryption), RSA (asymmetric encryption), hybrid encryption, PKI certificates, and digital signatures.
(i) Using the scenario, explain the following security requirements and give one banking example for each:
a) Confidentiality 				(1 mark)
b) Integrity 					(1 mark)
c) Authentication 				(1 mark)
d) Non-repudiation 				(1 mark)
(ii)   Encrypt the message “CARD” using a Caesar cipher with a shift of +5. 
(2 mark)
(iii) Describe how the following work together to secure an online banking session:
a) AES session key 				(1.5 marks)
b) RSA public key 				(1.5 marks)
c) RSA private key 				(3 mark)
(iv) Explain how PKI digital certificates help authenticate:
a) ATM machines 				(2 mark)
b) The official online banking website 	(2 mark)
(vi) State two (2) security properties provided by digital signatures.    (4 mark)
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