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INSTRUCTIONS
· The paper consists of two Sections A and B
· Answer ALL questions in Section A and ANY THREE questions in Section B
· Credit will be given to relevant examples and illustrations
· Don Not Write anything on this question paper


SECTION A: MULTIPLE CHOICE QUESTIONS
(40 Marks and @ question carries 1 mark)
1. What is the primary ethical concern with using pirated software? 
A. Decreased performance of the software. 
B. Legal repercussions for the user. 
C. Loss of revenue for software developers. 
D. Inability to receive updates and support.

2. Under what circumstances might hacking be considered ethical? 
A. To gain access to personal information for personal gain. 
B. To test the security of a system with permission from the owner. 
C. To disrupt services and cause inconvenience to users. 
D. To steal intellectual property from a competitor.

3. Which of the following best describes the concept of "data minimization"? 
A. Collecting only the data necessary for a specific purpose. 
B. Collecting as much data as possible for future use. 
C. Sharing collected data with third parties for profit. 
D. Storing data indefinitely without user consent.

4. Why is addressing the digital divide considered an ethical issue? 
A. It may lead to monopolistic control of technology markets. 
B. It can perpetuate social and economic inequalities. 
C. It reduces government control over technology standards. 
D. It limits opportunities for innovation in digital technologies.

5. What ethical principle is violated when software developers intentionally include backdoors for unauthorized access? 
A. Transparency 
B. Accountability 
C. Integrity 
D. Confidentiality




6. Which ethical concern is most relevant when social media platforms use algorithms to personalize user experiences? 
A. Freedom of expression 
B. Privacy of user data 
C. Accuracy of information 
D. Diversity of viewpoints

7. What is a primary ethical consideration for IT professionals regarding employee monitoring? 
A. Ensuring employee productivity 
B. Protecting corporate assets 
C. Respecting employee privacy 
D. Enforcing corporate policies.

8. An ethical concern related to employee monitoring software is:
A. Improving employee productivity.
B. Tracking work hours accurately
C. Infringing on employees' privacy rights.
D. Providing performance feedback.

9. Which of the following actions is an example of a violation of user privacy?
A. Encrypting user data before storage.
B. Collecting user data without their consent.
C. Providing users with clear privacy policies.
D. Allowing users to opt-out of data collection.
10. What is the primary ethical concern with using tracking cookies on websites?
A. They slow down website performance.
B. They can be used to collect user data without explicit consent.
C. They increase the cost of maintaining a website.
D. They are difficult to implement.
11. Which of the following is considered a violation of intellectual property rights?
A. Using open-source software in your project.
B. Distributing software that you purchased without the owner's consent.
C. Citing a research paper in your work.
D. Sharing a link to a publicly available website.



12. What should a software developer do to respect intellectual property when using code from an external source?
A. Use the code without any modifications.
B. Credit the original author and comply with the licensing terms.
C. Modify the code slightly and claim it as their own.
D. Ignore the licensing terms if the code is freely available online.
13. Which of the following behaviors is considered unethical for a computer professional?
A. Keeping user data confidential.
B. Reporting a security vulnerability to the responsible party.
C. Plagiarizing someone else's code in a professional project.
D. Ensuring software is accessible to all users, including those with disabilities.
14. What is the ethical way to handle a conflict of interest in a professional setting?
A. Ignore the conflict and proceed as usual.
B. Disclose the conflict to all relevant parties and recuse yourself if necessary.
C. Hide the conflict to avoid complications.
D. Prioritize personal gain over professional duties.
15. What is an ethical concern related to the development of artificial intelligence (AI)?
A. AI can be used to improve efficiency in various industries.
B. AI may lead to job displacement for many workers.
C. AI can analyze large amounts of data quickly.
D. AI can enhance user experiences on digital platforms.
16. How should technology companies address the digital divide?
A. Focus solely on profitable markets.
B. Invest in initiatives to provide access to technology in underserved communities.
C. Develop high-end products that only affluent users can afford.
D. Ignore the issue as it is not their responsibility.
17. Which practice aligns with ethical software development?
A. Releasing software with known security vulnerabilities to meet a deadline.
B. Thoroughly testing software to ensure it is secure and reliable.
C. Implementing dark patterns to trick users into actions.
D. Ignoring user feedback during the development process.


18. What is the ethical way to use user data collected by an application?
A. Sell the data to third parties without informing users.
B. Use the data only for the purposes stated in the privacy policy.
C. Collect more data than necessary for future use.
D. Hide the data collection practices from users.
19. A company collects and stores user data for improving its services. The data is anonymized but still used for targeted advertising. Is this ethical?
A. Yes, because the data is anonymized and improves services.
B. No, because users may not be aware their data is used this way.
C. Yes, because targeted ads provide relevant content to users.
D. No, because any use of personal data without explicit consent is unethical.

20. A software developer reverse engineers a competitor's product to understand how it works and then creates a similar product. Is this ethical?
A. Yes, because it encourages competition and innovation.
B. No, because it infringes on the competitor's intellectual property rights.
C. Yes, if the reverse engineering is for educational purposes only 
D. No, because it could lead to legal issues and damage the competitor's business.
21) Because an activity is defined as legal, the activity is also considered ethical. Choose whichever is true
(a)	True  
(b)	 False   
22) In an environment where employees are encouraged to do whatever it takes to get the job done, employees may feel pressure to act in which of the following way? 
a) That which is culturally accepted  
b) With integrity   	
c) Unethically   
d) Morally

(23) The term ethics describes standards or codes of behavior expected of an individual by a group to which the individual belongs. Choose whichever is correct.
(a)	True   
(b)	False   

(24) One’s beliefs about right and wrong are known as which of the following? 
(a) Morals   
(b) Characteristics   
(c) Vices   
(d) Virtues   

(25) In which of the following is a defendant held responsible for injuring another person, regardless of negligence or intent? 
(a) Strict liability   
(b) Breach of warranty   
(c) Misrepresentation   
(d) Contributory negligence   
(26) Which of the following is a standard, proven work process that enables those involved to make controlled and orderly progress in developing high-quality software? 
(a) Software project management  
(b) Software guide  
(c) Software development methodology   
(d) Software manual
(27) Identity theft: is the theft of personal information, which is then used without the owner’s permission.  
(a)	True   
(b)	False   

(28) If the product fails to meet the terms of its written guarantee, the buyer or lessee can sue for which of the following?  
(a) Comparative negligence   
(b) Contributory negligence   
(c) Strict liability   
(d) Breach of warranty

(29) A set of beliefs about right and wrong behavior within a society is known as which of the following?  
(a) Vices and virtues  
(b) Moral code   
(c) Ethics   
(d) Laws   

(30) A device that records the originating number of incoming calls for a particular phone number is known as which of the following? 
(a) Pen register   
(b) Trap and trace   
(c) Intercom   
(d) Phone switchboard   

(31)	Which of the following helps ensure that employees abide by the law, follow necessary regulations, and behave in an ethical manner? 
(a) Problem statement  
(b) Mission statement   
(c) Acceptable use policy   
(d) Code of ethics
(32) Laws can proclaim an act as legal, although many people may consider the immoral. 
(a)	True 
(b)	False

(33) The use of information technology in business requires balancing the needs of those who use the information that is collected against the rights and desires of the people whose information is being used. 
(a) True   
(b) False  

(34) .................. is a type of hardware device used to impersonate a cell tower, forcing all mobile phones within range to connect to it. The device can then capture information that can be used to identify and locate users and the phone numbers they call or text. 
(a) ALPR   
(b) MYSTIC  
(c) PRISM   
(d) Stingray   

(35)	The digital divide refers to:
(A) The gap between different generations in technology use.
(B) The disparity between individuals who have access to technology and those who do not.
(C) The conflict between hardware and software companies.
(D) The difference in internet speeds between countries.

(36)	An ethical responsibility of cyber security professionals is to:
(A) Exploit system vulnerabilities for personal gain.
(B) Protect systems and data from malicious attacks.
(C) Share confidential information with unauthorized users.
(D) Ignore security updates and patches.

(37)	A key ethical principle in the open-source software community is:
(A)	Keeping all software proprietary.
(B)	Ensuring software can be freely used, modified, and distributed.
(C)	Charging high fees for software licenses.
(D)	Restricting access to the source code.
 
(38)	Which of the following best describes the ethical issue of privacy in computing?
(A) Ensuring all data is publicly accessible.
(B) Protecting user data from unauthorized access.
(C) Sharing user data with third parties without consent.
(D) Disclosing personal information on social media.
(39)	A social media platform has a feature that allows anonymous comments, which has led to increased cyberbullying. Should the platform remove this feature?
(A) Yes, because it will reduce cyberbullying and improve user safety.
(B) No, because anonymity is essential for free speech.
(C) Yes, because the platform has a responsibility to protect its users.
(D) No, because users should learn to handle online interactions themselves.
(40)	What is a primary ethical concern related to intellectual property in computing?
(A) Using open-source software for personal projects.
(B) Copying software without a license.
(C) Writing your own code for a software project.
(D) Purchasing software for commercial use.

SECTION B: STRUCTURED QUESTIONS
(This section carries 60 Marks and Students are to attempt a maximum of three numbers) 
QUESTION ONE (20 MARKS)
a) The rise of digitization has brought humanity many advantages with the increasing use of computers impacting the way we communicate, learn and play. As a computer ethics scholar, it is your duty to use computers ethically and responsibly while protecting yourself, your community and country.
Using your knowledge of computer ethics,
i. Define computer ethical behavior (02 Marks)
ii. State and explain examples of ICT Unethical behavior (04 Marks)
b) Differentiate between Teleological and Deontological approach to solving ethical dilemmas in computer ethics (04 Marks)
c) A programmer, after returning from a holiday to an underdeveloped country, was deeply affected by the level of poverty. When he returned to his job in a large international corporation, it occurred to him that he could write a program that filtered off small amounts of money from the advertising account and pay it in to a private account. His idea was to collect enough money to provide IT equipment and training to the people in the town he had visited on holiday. However, he is not sure about his decision. 
As a computer ethics candidate, 
i. Use the Teleological/Consequentialist approach to suggest a solution that the programmer should take (02 Marks)
ii. What solution does the Deontological approach offer? (02 Marks)
iii. What do you think he should do? (02 Marks)
iv. State and explain any two effects of computer misuse (04 Marks)

QUESTION TWO: (20 Marks)
a)	Explain what you understand by Computer Ethics				2 Marks
b)	The use of the Internet presents a wide range of moral problems in computer ethics.
	Identify and explain any five (5) of these moral problems.			5 Marks
c)	Explain what you understand by Intellectual Property.			3 Marks
d)	Intellectual property rights (IPR) in the realm of Information Technology (IT) can give rise to several moral dilemmas and challenges. Identify and expound any five key moral problems associated with IPR and IT.						10 Marks

QUESTION THREE (20 Marks)
a) The rise of Information Technology has paved the way for various innovations. With the digitization of information, more and more businesses are increasingly leveraging the benefits of digital tools to improve their prospects. 
State and explain ways how Information technology has impacted businesses (10 Marks)
b) Due to the impact of computer use to society, communities have come up with standards to guide and instruct people in the ethical use of computers. Every society therefore, has its rules about whether certain acts are ethical or not. 
As a computer ethics scholar, state and explain the commandments of computer ethics according to the Computer Ethics Institute (10 Marks) 


QUESTION FOUR: (20 Marks)
a) Digitization and the rise of the internet has brought many benefits to humanity, impacting the way we learn, play, and communicate. However, this has in the same measure exposed users to many dangers associated with being online. As a computer ethics scholar, it is crucial that you reap these benefits while protecting yourself against the dangers. State and explain five ways of protecting your Online privacy (10 Marks)
b) Differentiate between Intellectual property and Copyright. Give examples of each 
(04 Marks)
c) Define Fair Use as applied to computer ethics and explain any five purposes for which fair use of the copyrighted material may be allowed (06 Marks)

QUESTION FIVE (20 Marks)
a)	There are various types of Trojan horses, each designed to carry out different malicious activities. Explain what the following common Trojan horses are:		@ 2.5 Marks
	i)	Remote Access Trojans (RATs):
	ii)	Keyloggers
	iii)	Backdoors
	iv)	Downloader Trojans
b)	Unethical hacking, also known as black-hat hacking or malicious hacking, involves individuals who exploit security vulnerabilities for personal gain, malicious intent, or to cause harm to others. Unethical hackers may engage in activities such as unauthorized access to sensitive information, theft of intellectual property, disruption of services, or extortion.
	Explain the following forms of hacking:					@ 2 Marks
i) Network Hacking
ii) Website Hacking
iii) Social Engineering
iv) Phishing
v) Exploiting Software Vulnerabilities
QUERSTION SIX (20 Marks)
Cybercriminals and other entities use malicious Software to, among other ends, steal data, bypass access controls, or cause harm to, or compromise a system. As a computer ethics scholar, 
a) State and describe any Five types of computer malware (05 Marks)
b) State any Five Symptoms of computer Malware (05 Marks)
c) Discuss the impact/consequences of a security breach to an organization such as UICT (05 Marks)
d) What measures would you suggest an organization such as UICT to take in defending itself against cyberattacks? (05 Marks)
--END--
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