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INSTRUCTIONS:
(i) This paper contains two Sections: A (40 marks) & B (60 marks). 
(ii) Attempt ALL questions in Section A, and ONLY THREE questions in Section B.
(iii)    All questions in Section B carry equal marks.
(iv)    Credit will be given for use of relevant examples and illustrations.
(v)    Begin each number in Section B on a new page of the answer sheet.
(vi)    DO NOT write on this question paper.
SECTION A [40 MARKS]
Attempt ALL the Questions in this Section.	
Write the correct alternative in the answer booklet provided 			(1 mark @)
1. Why are information systems considered essential in business today?
A. They replace the need for employees
B. They support decision-making and operations
C. They eliminate competition
D. They remove the need for communication

2. The interdependence between organizations and information systems means:
A. Systems operate without human input
B. Businesses rely on IS and IS rely on business processes
C. Information systems are optional
D. IS determine business strategy

3. Data are best defined as:
A. Processed facts 				B. Organized information
C. Raw facts that describe events 		D. Business summaries

4. A system that processes routine transactions is called:
A. MIS 			B. DSS 		C. TPS 		D. ESS

5. Which system supports senior executives?
A. MIS 			B. TPS 		C. ESS 		D. DSS

6. Enterprise systems (ERP) primarily help organizations:
A. Manage advertising 			B. Integrate business processes
C. Replace employees 			D. Manage social media

7. A supply chain management system coordinates:
A. Only customers 						B. Only suppliers
C. Suppliers, manufacturers, distributors, customers	D. Only internal departments

8. CRM systems are mainly used to manage:
A. Suppliers 	B. Employees 	C. Workflows 	D. Customer relationships

9. Which organizational function deals with hiring and training employees?
A. Marketing 		B. Accounting 		C. HR 		D. Purchasing

10. A digital firm is characterized by:
A. Manual operations 		B. Digital relationships with customers and suppliers
C. No Internet use 		D. Lack of integration
11. The business information value chain emphasizes:
A. Technology only 				B. Turning data into business value
C. Hardware procurement 			D. File storage

12. Which is a characteristic of MIS?
A. Simple models 			B. Long-term projections
C. Strategic analysis 			D. Operational transactions

13. A top-down planning approach:
A. Starts with operational needs	B. Begins with business goals and derives IS needs
C. Ignores strategy			D. Focuses on employee suggestions

14. Critical Success Factors (CSFs) are:
A. Hardware requirements 		B. Activities the business must get right
C. ICT budgets 				D. Employee skills

15. Scenario planning helps organizations deal with:
A. Certainty 	B. Routine decisions 	C. Uncertain futures 	D. Payroll functions

16. Bottom-up IS planning focuses on:
A. Future strategy only 			B. Current systems audit
C. Only new technologies 		D. Ignoring existing systems

17. In distributed computing:
A. All systems are centralized 		B. Many computers perform different functions
C. No networks are needed 		D. Systems cannot share resources

18. A client in client/server architecture is:
A. The system providing services 		B. The system requesting services
C. A storage device 				D. A network switch

19. Which IS supports production planning?
A. HR system 				B. Manufacturing & production system
C. CRM 					D. Enterprise portal

20. Knowledge management systems:
A. Track sales 				B. Store and share knowledge
C. Handle payroll 			D. Manage suppliers

21. A major challenge of enterprise systems is:
A. They require no training 				B. They are cheap
C. They require major organizational change 	D. They reduce data accuracy
22. IT strategic alignment ensures:
A. IT and business goals fit each other 	B. IT replaces business strategy
C. IT works independently 			D. IT becomes centralized

23. A statement of current systems belongs to:
A. IT architecture 				B. IS planning components
C. Hardware acquisition 			D. Data modeling

24. Resource allocation in IS planning involves:
A. Employee interviews only 				B. Choosing vendors only
C. Assigning hardware, software, money, people 	D. Social media analysis

25. E-planning focuses mainly on:
A. Infrastructure 						B. Long-term reports
C. Rapidly planning applications for opportunities 	D. Hardware maintenance

26. Which of the following is not a source of new information systems projects?
A. Problems 		B. Opportunities 		C. Directives 		D. Competition

27. During systems analysis, the key output is:
A. System test plan 				B. User requirements document
C. System prototype 				D. Operational system manual

28. Which requirement collection method involves observing workers at selected times?
A. Interview 	B. Questionnaire 		C. Document Analysis 	D. Observation

29. Unit testing is performed to:
A. Test system security 		B. Test the accuracy of individual program modules
C. Verify system installation 		D. Validate user training

30. A conversion method where both old and new systems run simultaneously is called:
A. Pilot 			B. Direct 			C. Parallel 		D. Phased

31. Which security requirement ensures only authorized parties can read information?
A. Integrity 		B. Confidentiality 		C. Availability 	    D. Authenticity

32. A cyber-attack intended to make a system unavailable to users is called:
A. Spoof attack 		B. Packet sniffing 	C. Denial of Service 	D. Cyberterrorism

33. Authentication that relies on physical characteristics is known as:
A. Token control 				B. Password verification
C. Biometric authentication 			D. Firewall filtering

34. A firewall primarily:
A. Encrypts all data 				B. Controls network traffic in and out
C. Detects viruses 				D. Stores passwords

35. Public key encryption involves:
A. A single secret key 			B. Two mathematically related keys
C. A digital certificate only 		D. Biometric verification

36. Which of the following is not malicious software?
A. Worm 		B. Trojan horse 		C. Spyware 		D. Firewall

37. Which backup method involves a secondary server duplicating all processes of a primary server?
A. Load balancing 	B. Mirroring 		C. Recovery computing 	D. RAID

38. Ethics refers to:
A. National laws 					B. Principles of right and wrong
C. Company policies only 			D. IT regulations

39. Phishing is best defined as:
A. Unauthorized system access using brute force
B. Fraudulent emails used to steal sensitive information
C. Spoofing network packets
D. Unauthorized hardware modification

40. Which moral dimension addresses ownership of information?
A. System quality 				B. Information rights
C. Property rights 				D. Accountability


SECTION B [60 MARKS]
Attempt ONLY THREE Questions in this Section.
Question 1
a) Define a business information system						(2 marks)
b) Explain the role of an information system to a business			(6 marks)
c) A bank suffers a Denial-of-Service (DoS) attack, disrupting online banking for several hours. Customers report inability to access accounts, and an investigation reveals outdated intrusion detection tools.						(12 marks)
Question 2
A large medical clinic experiences delays in patient registration, misplaced records, and errors in billing. Management identifies these as “problems” and issues a directive to build a new integrated patient management information system. The hospital must decide how to proceed using the SDLC.
Required:
Explain how the clinic should apply each phase of the SDLC and justify why structured development is necessary.								(20 marks)
Question 3
UConnect Mobile Telecom uses a Customer Relationship Management (CRM) system to track customer complaints, service requests, and preferences. Despite this, customer churn has increased significantly, with many customers complaining of poor follow-up and generic service responses. The Business Management wants to understand why the CRM system is not improving customer retention.
Required:
a) Describe how a CRM system supports customer service and retention at UConnect.												(5 marks)
b) Identify reasons why the CRM system might not be achieving its intended results.													(5 marks)	
c) Suggest strategies to improve the effectiveness of the CRM in personalizing services.												(10 marks)
Question 4
A bank suffers a Denial-of-Service (DoS) attack, disrupting online banking for several hours. Customers report inability to access accounts, and an investigation reveals outdated intrusion detection tools.
Required:
a) Explain what you understand by a Denial-of-Service (DoS) attack		(4 marks)
b) Analyze the weaknesses that allowed the attack and recommend improvements.													(8 marks)
c) Explain what you understand by disaster recovery planning			(8 marks)
Question 5
A marketing company aggregates consumer online behavior using cookies and web bugs without informing users.
Required:
a) Evaluate this situation using ethical principles and explain the privacy issues involved.  												(10 marks)
b) An employee discovers that outdated company databases contain inaccuracies affecting loan approval decisions. Discuss the ethical and operational implications of poor data quality. 										(10 marks)			
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